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• For decades, the name of the game in banking has been about efficiency. From 
branches and ATMs to online and mobile banking. From paper forms to digital 
documenta�on.. focussing to cost-reduc�on ini�a�ves.

• Unfortunately, with many of these steps forward towards efficiency, there has 
been a step backwards in the ability to build be�er customer rela�onships. What 
was posi�oned as a ‘be�er way to do banking’ was usually be�er for the banks 
more than for the consumer.

• We are on the precipice of actually using these technologies to achieve be�er 
outcomes for customers. The focus is no longer just about crea�ng a pleasing 
user experience, an a�rac�ve visual design and easier ways to get things done. It 
runs much deeper – to actually driving the technology to go beyond simply 
making the opera�ons of the financial ins�tu�on more efficient, to truly adding 
value to customers’ lives.

h�ps://thefinancialbrand.com/63360/digital-banking-design-rela�onship-experience/

The Digital Banking Evolution: from driving 

efficiency to adding value to customers’ lives

Banking in the age of disruption, EY, February 2017
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Way forward: critical themes to consider while 
developing a digital transformation strategy

1. Staying connected and relevant to customers

2. Aligning product development to customer needs 

strategically

3. Managing compliance in an era of rapid changes

4. Dealing with the new dimension of digital risk

5. Creating an operating environment that drives 

productivity and innovation

Banking in the age of disruption, EY, February 2017
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Top 10 Digital Banking Enablers

• Periodization - Stone Age 
to Industrial Age to 
Information Age to AI 
Age

• Rings of time showing 
some important dates in 
Information Age (Digital 
Revolution) from 1968 to 
2017

Source: Wikipedia

1. Rapid Technology Advancement
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2. Cloud Computing: Infrastructure as a service

• Se�ing up a bank used to be an 
enormous undertaking, particularly in 
time. It can take months or even years to 
buy, install, configure, test and 
commission the server farms needed to 
operate the bank. 

• Thanks to cloud computing and latest-
generation robots, se�ing up a complete 
digital bank in the cloud takes no longer 
than one hour and ten minutes, 
including testing. Obviously, there is no 
longer room for human error.

3. The Real-Time Factor. Instant Everything.

h�ps://blog.tagpay.fr

• The impact of this “real-time DNA” 
is substantial: it simplifies processes, 
increases efficiency and drastically 
reduces risks. 

• Moreover, it is a strategic concept for 
the bank because this function 
makes a big difference to the trust 
that the customer has in the offered 
service.

• There is no more waiting, and any 
delay in the delivery of a service 
(transfer, debit payment, transaction, 
deposit, purchase, etc.) is perceived 
as a risk that endangers the end 
customer's trust in the service.
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NIBSS 10-year Transactions Volume Trend

Growth trend for immediate value services depicts a sharp growth trajectory indicating a clear market preference for services that 
offer immediate value to the beneficiary. Cheques usage continues to shrink.  In 2017, PoS volumes were at 230% of the 2016 

volumes, while NIP recorded 241% of the 2016 volumes. 

4. The omni-channel: Mobile Telephony Unleashed

https://blog.tagpay.fr

• Mobile phones used to represent 
one channel among several that was 
used to provide services; the multi-
channel concept.

• Now the system is “omni-channel”, 
with the mobile phone at the centre 
of the customer relationship. And 
digital banks don’t use cellular 
technology merely as a channel but 
exploit it to its full potential.
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• There has been a shift from the “safe 
culture” to the “ecosystems culture”. 
The fortress bank has had its day. 

• We are in the age of open banking, APIs 
and the new interconnections. 

• Behind these technical concepts hides a 
business revolution; Digital Banking 
Systems are going to allow bankers to 
build partnerships and devise new 
services with new players, which will 
generate new sources of revenue.

5. Open Banking, Open Source, APIs, and Social Media
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6. Machine Learning in Financial Services – Changing 
the rule of the game

Artificial intelligence and machine learning are no longer figments of science fiction writers’ 
imaginations. They are here and being applied to the financial service industry right now.

Source: SAP 
Sept.2018

Robotics Engineering enables a High degree of automation

• The banks are not run by people 
anymore, they work on their own 
24/7, without any human 
intervention.

• Like a telecom operator, the banker 
logs on and monitors activity, 
measures performance, checks or 
changes se�ings, enables or disables 
modules, and amends or updates 
customer profiles; 

• He does not lose any more time on 
repetitive and laborious tasks.
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62% of Nigerians are young

Millennials spend A LOT of time on social 
media

Millennials are happy to have digital 
communication rather than face-to-face

Millennials identify themselves with tags other 
than their names – example: social media 
handles

Retailers and consumer good companies are 
advertising and acquiring customers on social media.  

Are banks? How can payments happen in this space? 

7. Millennials have come of age
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8. Biometrics and e-KYC

BVN is enhancing identify and trust in the 
financial services industry
• BVN portal for identity validation
• BVN APIs for automated identity 

validation and verification
• BVN authentication API for transaction 

authorization 
• BVN Watch list to track and penalize 

abuse

9. Big Data, Data Mining, Analytics, Visualisation
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This mesmerizing data map shows where Boston’s 
workers commute from every morning

https://www.boston.com/jobs/jobs-news/2016/06/09/data-
map-boston-workers-commute

NIP –Fact Checks
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10. Innovation

• Online Investment 
• Data-driven (self-service) credit administration
• Online customer complaint logging, with prompt treatment 
• Lifestyle Manager
• Seamless and convenient service delivery (Online chats, Chat Bots)

I. Airtime Purchase
II. Bill payment
III. Instant Fund Transfers
IV. Bulk Payments
V. Direct Debit
VI. Merchant Payments(POS, USSD, QR Code, NFC)
VII. E-Commerce Payments
VIII.Revenue Collections
IX. RoboAdvisor
X. Crowd Funding
XI. Interactive Voice Response(IVR)

Typical Digital Banking Services
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*561*# (9Mobile); *554*561#(Glo,Airtel), 
or kwikcash.ng

https://www.lidya.co/about.html

Sample Digital Banking solutions in Nigeria

Quick Credit *737*51*51#

• Chatbots
In fact, we humans are becoming less important. According to 
a report released by Juniper Research, chatbots will be responsible 
for saving companies $8 billion per year by 2022. While a report 
released by Gartner suggests that by 2020 consumers will manage 
85% of their total business interactions with banks through fintech
chatbots.

• The Internet of Things (IoT)
IDC estimates that the number of devices connected to the internet 
will surge from 11 billion in 2016 to 80 billion in 2025 and that sort 
of mass connectivity will have a wide-reaching impact. When 
combined with AI, this growing Internet of Things (IoT) will 
demand increased automation of payments and reporting, live 
actionable data and instant resolutions.
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How FinTech is Shaping the Future of Banking   - h�ps://www.youtube.com/watch?v=pPkNtN8G7q8

Digital Banking Design Principles

29

Digital Banking Opportunities & Threats in Nigeria

S W

O T
Threats
• Low Financial Inclusion and socio-

economic challenges limit market 
growth

• Poor Customer Service – Customer 
Loyalty concerns

• Electronic Fraud & Cybersecurity 
concerns.

• Technology Infrastructure Capacity 
concerns

• Low Human Capital Capacity 
concerns

• New disruptive innovation by new
entrants e.g. Payments ServicesBanks

Opportunity
ªHuge untapped market approx. 61%

financial exclusion. BVNs@ 38m.
ªOpportunity to shape consumer

behavior using dataanalytics
ª New technologies to support

innovation – real-time payments,
USSD, Contactless and QR

Weakness
ª Low Financial Literacy
ª Low acceptance points
ª Poor internet network in ruralareas
ª Inertia to adoption due to taxevasion

Strength
ª Strong government support for

payments
ªStrong banking sector
ª Significant country mobile penetration
ªScalable technology that allows quick

and low cost onboarding.
ªAbility to innovate

9Mn individuals sent Instant Payments to 19.7M others in 2017, compared with 12.7Mn who sent to 23.1Mn 
individuals in 2018. Digital banking adoption will grow as current weaknesses and threats are addressed.
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Access to Financial Services in Nigeria (A2F) 2018 Survey 
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Distributed Ledger. Blockchain. Cryptocurrency- Threat or Myth?

https://libra.org/en-US/

“We cannot accept private companies issuing 
their own currencies without democra�c control,” 
Le Maire (France Finance Minister & President of 
the G7 top World economies) said in Reuters.

h�ps://www.pymnts.com/news/regula�on/201

9/g7-agrees-tax-big-tech-cut-libra-no-slack

He added that the ministers and governors 
had agreed that “stablecoins and other
various new products currently being 
developed, including projects with global and 
poten�ally systemic
footprint such as Libra, raise serious 
regulatory and systemic concerns.”
As for Facebook’s upcoming launch of its own 
cryptocurrency, the G7 said it is worried that 
Libra might
weaken their control over monetary and 
banking policies, as well as create security 
risks.
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S/N THREAT OPERATION POTENTIAL PROBLEM RESPONSE

1 Payment 

Service 
Banks (PSBs)

• To facilitate high-volume 

low-value transactions in 
remi�ance services, micro-
savings and withdrawal 

services using mobile and 
digital platforms.

• Open to Telcos, banking 

agents, retail chains and 
MMOs

• Threat is from Telcos who currently 

have more customers than the banks.

• Telcos may chose to use phone 
numbers as account numbers without 

BVN.

• PSBs are allowed to participate in 
payment and se�lement and may 

operate through other CBN licensed 
switches.

• Since it is high-volume low-value 

rural based financial inclusion 
initiative, transaction cost is projected 
to be lower.

• Drive Agency Banking vigorously

• Take advantage of appropriate 
tools and techniques to serve the 
unbanked e.g. mCASH

• mCASH initiative is USSD based 
and is meant to capture high-
volume low-value transactions 

amongst low income earners. 

• Improve customer service and 
dispute resolution

2 FINTECHS • These are CBN-licensed 

disrupters' providing 
financial services through 
more robust platforms at 

lower cost.
• Some unlicensed ones 

operate below the radar

• A more user friendly technology at 

low cost will appeal to customers.

• The innovations of Fintech 
companies can potentially eat into 

respective banks market share.

• Appropriate digital banking 

strategy

• Design banking and payment 
products that meets the needs and

lifestyle of customers especially 
the teeming millenials

3 SIM 

Swap/Recycle
d SIM fraud

• Customer SIM take-over 

with the intent to make 
unauthorized fund transfers 

• Customer expects bank to offer 

protection against loss of fund
• Banking industry to pressure 

MNOs to provide necessary 
security measures

Top Digital Banking Threats

4 Phone 

Jacking

• A customer phone is stolen, and 

the funds in customer account 
is emptied within hours

• Obvious insider collusion 

within banks and MNOs

• Unhappy customers, who may 

blame the bank for the loss and 
move on to other banks

• Customers going back to cash

• Customer education

• Increase awareness, advising 
customers to block account as 
soon as phone or card is lost

• Watchlist account of beneficiaries

• Limit transaction value and 
frequency within 2 to 5 days of 

PIN/phonenumber change or SMS 
banking activation 

5 Cyber A�ack e.g. CBN circulated an urgent alert 

on malicious cyber activities by 
North Korean threat actors in 
November 2018 which have been 

going on for about 2 years 
(FASTCash)

• A�ack on bank network through 

the web, or through any of the 
connecting partners/switches

• Social engineering related frauds

• Reputational damage resulting of 
service downtimes e.g. Denial of 
Service a�ack

• Compliance with the approved 

Cybersecurity Framework 

• Appoint CISO

• Establishing SOC

• Ask connecting partners to meet 
prescribed information security 
requirements and let them show 
proof of compliance

6 Customer 

Disloyalty

• Today’s customer is loyal only 

to convenient, fit-for-purpose, 
and cost-effective service not to 
the institution

• Customer moves on, 
abandoning accounts, where 
needs are not met

• Loss of market share • Excellent Customer Service, and 

dispute resolution system

• Provide products and services that 
meet the need of lifestyle of 

today’s customers

• Create a nmiche
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I’M ALIVE (PENSION VERIFICATION SCHEME)

Leveraging on the BVN Fingerprint matching 
capabilities, I’m Alive allows corporates 
confirm their pensioners statuses.  

Corporates through their introducing 
Financial Institutions share a list of their 
pensioners with NIBSS, who then pulls their 
biometrics and host on the I’m Aliver server. 

All the pensioner has to do is visit the nearest 
offices of a participating bank and have their 
biometrics scanned through existing biometric 
scanners at bank branches.  

A report is sent to the Corporates of 
pensioners whose statuses have been verified. 

The Corporate decides the frequency of 
verification of their pensioners. 

Name Enquiry with Picture Service works 
like the existing Name Enquiry however 
it provide a photo of the account holder.  

The service improves identity 
confirmation and can be leveraged upon 
by Financial Institutions where identity 
confirmation is key. 

The service has APIs which can be 
integrated to by Financial Institutions. 

NAME ENQUIRY WITH PICTURE
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BIOMETRIC AUTHENTICATION

• Payments Authentication (ATM, POS, 
Kiosks, Bank branch, Web)

• Access Control
• eKYC

Multichain Blockchain for BVN Address Update

• Participating banks can read the information on the platform
i.e. see existing BVNs and the current addresses of each of
them.

• Participating banks can write to the platform i.e. post
address update of BVN records they have

• Address update (transaction) must ensure that BVNs are not
duplicated, addresses are not duplicated and updated
addresses must not be later than 6 months to be deemed
valid except no other bank has a newer updated..

• Records are permanent and cannot be deleted.
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ª Square Mii allows banks customers
receive secure payments through the use
of the recipients preferred identifier
rather than their account number. These
unique identifiers can be digits(mCASH
merchant codes), any combination of
le�er and numbers including social
media handles (Square Mii),

ª At the back-end for the beneficiary’s
bank account details and payment is
made using existing funds transfer
platforms such as NIP.

ª Square Mii is targeted at Netizens and
brings the value of interconnectivity to
various social media payment services by
banks such as e-mail money and ChatPay

Square Mii

mCASH for micropayments, Financial Inclusion growth

❑ mCASH is a USSD  
solution that allows a 
Payer to make payment 
to ANY Seller using the 
mobile phone.

❑ It leverages on Phone 
Number to identify the 
Financial Institution 
where the Payer has an 
account.

❑ Payers can select the 
Bank and Account 
where they intend to 
make payment from, 
making it very flexible.

❑ A Seller is assigned a 
Seller Code registered 
by his/her financial 
institution which is 
used to receive 
payments.

mCASH – result of an unprecedented collaboration between 
banks and telcos
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